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Abstract. This paper presents a physical unclonable function (PUF) using flash time-to-digital 
converter (TDC). The proposed PUF utilizes that the distribution of delay of delay elements of TDC 
is unique to the device and unclonable. The proposed PUF is based on the flash TDC with linearity 
self-calibration using histogram method. With the linearity self-calibration operation, variation of 
delay of delay elements is estimated. The response output of the PUF is calculated using the estimated 
variation and the challenge inputs. The proposed PUF is a simple digital circuit consisting of basic 
digital elements. It is easy to design and implement to both SoC and FPGA. Experiments have been 
carried out on Arix7 FPGA to assess the performance of the proposed PUF, such as reproducibility 
and uniqueness. Experimental results show that the intra-chip variation is 8.5 % and inter-chip 
variation is 42.5 %.  

1. Introduction 
In semiconductor industry, spread of counterfeit ICs is getting a serious problem. They say the 

background is globalization of the semiconductor design and fabrication industry, and today’s shortage 
of IC chips by the supply chain broken [1]. Spread of counterfeit ICs causes theft of personal data and 
software data inside the chips and malicious attack. It gives serious damage to semiconductor 
companies.  
One solution is device authentication based on unique chip ID. Conventionally, the chip ID was stored 

in non-volatile memory such as EEPROM and flash memory. However, this approach is vulnerable to 
side-channel attack and the chip ID as well as secret keys for secure communication stored in the 
memory are easily cloneable. Use of active tamper detection/prevention circuitry is an alternative. But 
it is costly.  
Physical Unclonable Function (PUF) is a promising innovative primitive that is used for 

authentication and secret key storage to solve the drawbacks of the conventional approaches [2]. 
Process variation induces variation of gate delay, leakage current, initial state of memory and so on. 
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These physical parameters are unique to devices and unclonable. PUFs can generate bit strings unique 
to the device utilizing these parameters. These bit strings are reproducible and have correlation with 
the unique physical parameters induced by variation of devices. They are called fingerprints of chips. 
PUF is strong to tamper attack, unclonable, and cheap. There are various physical parameters available 
to construct PUFs. Various PUFs have been proposed in academia utilizing these parameters. SRAM-
based PUFs and Butterfly PUF utilize variation of initial state of SRAM [3,4]. Current array PUF uses 
stochastic variability in operating in subthreshold region [5]. Arbiter PUF and ring oscillator PUF 
utilize variation of gate delay [6,7].  
Time-to-Digital Converter (TDC) is on-chip delay measurement circuit. Time resolution of several 

picoseconds can be achieved when the TDC is implemented with an advanced CMOS process [8]. 
Therefore, it has various applications including phase comparators of all-digital PLLs, sensor interface 
circuits, modulation and demodulation circuits. Because TDC consists mostly of digital circuitry, it is 
easily implemented on SoC and FPGA [9]. However, the non-linearity of TDC increases as it is 
fabricated with fine CMOS process. In this case, the nonlinearity should be compensated with linearity 
calibration [10].  
The nonlinearity occurs due to process variation. It is unique to implemented device and unclonable. 

Therefore, the nonlinearity of TDC can be used for PUF. 
This paper presents a PUF using flash TDC (TDC PUF). The proposed PUF utilizes that the 

distribution of delay of delay elements of TDC is unique to the device and unclonable. The proposed 
PUF is based on the flash TDC with linearity self-calibration using histogram method. With the 
linearity self-calibration operation, variation of delay of delay elements is estimated. The response 
output of the PUF is calculated using the estimated variation and the challenge inputs. Because the 
delay variation is unique to the device and unclonable, the output response is unique and unclonable, 
too. The proposed PUF is a simple digital circuit consisting of basic digital elements. It is easy to 
design and implement to both SoC and FPGA. Furthermore, because the challenge input space is larger 
than other PUFs utilizing delay variation, the proposed PUF can realize better device authentication. 
As long as we know, this is the first proposal of PUF using TDC with linearity self-calibration. 
The rest of the paper is organized as follows. Section 2 explains the proposed TDC PUF. Section 3 

shows the experimental results. Finally, section 4 concludes the paper.  

2. Proposed TDC PUF 
This section explains the proposed TDC PUF. First, 2.1 reviews the basic functions of PUF. The 

proposed PUF is based on the flash TDC with linearity self-calibration using histogram method. 2.2 
and 2.3 give the explanation of the flash TDC and the linearity calibration using histogram method, 
respectively. Finally, 2.4 describes the proposed TDC PUF.  

2.1 Basics of PUF 
PUF can generate unique bits to the device which is used for device authentication and secure 

communication without requirement of secure EEPROMs and other expensive hardware. As 
mentioned above, there are various implementations of PUF. However, the function is same.  
Fig. 1 gives the system-level description of PUF. As shown in this figure, PUF is a challenge-

response system. It has challenge input c and its response output r. The relation between r and c is 
described as 𝑟 = 𝑓(𝑐). Unlike usual function, the function 𝑓 has hidden parameters representing 
internal manufacturing variability such as variation of delay or leakage current as well as the explicit 
input c. With the implicit and explicit parameters, it generates a unique response output r. Gathering 
the multiple challenge-response pairs, we can construct a bit string. As the response output r of the 
challenge input c is unique, the constructed bit string is unique, too. 
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Fig. 1. System level description of a PUF. 

2.2 Flash TDC 
Flash TDC measures the time interval between two edges [10]. Fig. 2 shows the configuration of a 

flash TDC: the reference CLK passes through a buffer delay line, which consists of a chain of inverters, 
and the delayed reference CLK signals are used as the data input for some flip-flop (DFF) circuits. The 
measured signal is used as the clock signal of the flip-flops. We obtain the outputs of the flip-flops as 
a thermometer code, according to the rise-edge-timing interval between the reference START edge 
and STOP edge, and the encoder transforms the results into a binary code. The time resolution is 
determined by gate delay 𝜏. 

 
Fig. 2. A flash TDC architecture and its operation. 

2.3 Linearity Calibration of Flash TDC Using Histogram Method 
The flash TDC may show nonlinearity characteristics due to delay-time mismatch among delay 

buffers.  
Fig. 3 (a) shows the basic TDC with linearity self-calibration using two ring oscillators to compensate 

nonlinearity [11]. During linearity calibration, the two MUXs choose feed-back lines to construct ring 
oscillators to generate a random delay sequence. TDC measures each random delay one by one and 
the histogram engine constructs a histogram that counts the measured results.  
If the delay sequence is sufficiently random and the number of sampled delays is sufficiently large, 

the histogram reflects the characteristics of the nonlinearity among buffers (Fig. 3 (b)).  
The distribution of the histogram constructed in the histogram engine follows the distribution of the 

delay of buffers. For example, when the buffers have uniform delay, the distribution of the bins of the 
constructed histogram is also uniform.  
With the obtained histogram, TDC can compensate for linear operation in normal operation.  

fChallenge Input
c

Response Output
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(a)                                   (b)  

Fig. 3. Flash TDC with linearity self-calibration (a) and  
its estimation of variation of buffer delays (b). 

2.4 TDC PUF 
The proposed TDC PUF utilizes the variation of the delay of the buffers of the flash TDC. The 

response output of the challenge input is unique affected by the variation of the delay of the buffers.  
Fig. 4 depicts the 8-stage TDC PUF. This is made by modifying the flash TDC with linearity self-

calibration function explained in the previous subsection. The buffers are replaced with the 2-to-1 
multiplexers. The output of a multiplexer of a stage is fan-out to the 2 inputs of the 2-to-1 multiplexer 
of the next stage. The ideal delay of the fan-out paths should be same. The 1-bit control input of the 
ith stage 2-to-1 multiplexer is CI[i] (0 ≤ 𝑖 ≤ 7). The outputs of the flip flops of TDC are connected to 
the 8-to-1 multiplexer. The output of the multiplexer is connected to a counter. It has 3-bit control 
inputs, CI[10], CI[9], and CI[8]. They connect the output of the selected flip flop to the counter. When 
the measurement result of the TDC is equal to the 3-bit control inputs value, the counter is incremented.  
 

 
Fig. 4. 8-stage TDC PUF. 

 
We explain how to calculate the response output R of a challenge input C. The challenge input is 

applied to CI of the PUF. In this example, CI is 11 bits. Then C is 22 bits. First, the former 11 bits are 
applied to CI. After that, the 1st calibration is performed. After the calibration, the bin length of the 
histogram of measurement result assigned by the control inputs, CI[10], CI[9], and CI[8] are stored to 
the counter. The bin length depends on CI and the variation of delay of the multiplexers. Second, the 
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latter 11 bits are applied to CI. After that, the 2nd calibration is performed. After the calibration, the 
bin length of the histogram of measurement result assigned by the control inputs, CI[10], CI[9], and 
CI[8] are stored to the counter. When the former counter value is larger than the latter counter value, 
R is 0, otherwise 1.  
The distribution of histogram obtained by the calibration follows the distribution of the delay of the 

multiplexers. Because the distribution of delay of the multiplexer is unique to the device, the counter 
value is unique to the device, too. Accordingly, the response output R decided by the difference of the 
counter values is also unique to the device.  
However, the bin length of the maximum measurement result (in this case, CI[10]CI[9]CI[8]=111) 

depends on not only the delay of multiplexer but also the delay of inverter, feed-back wire, and 
multiplexer MUX which decides the mode of the PUF. It is not used to decide the response output.  

In general, the challenge input C consists of the former sub-input C0 and the latter sub-input C1. 
When the number of stages of the TDC PUF is 2n, where n is an integer, the width of the sub-inputs is 
2n+n bits, and thus, the width of C is 2(2n+n) bits. When variation of delay among stages is not 
negligible, the coefficients COEF[i] for bin of ith stage (0 ≤ 𝑖 ≤ 2! − 2)) is introduced to compensate 
the variation. Let COUNT0 and COUNT1 be the counter values after the 1st and the 2nd calibration, 
respectively. Let COEF0 and COEF1 be the coefficients for COUNT0 and COUNT0, respectively. Then 
the calculation of R is described as following steps.  

Step1. Apply C0 and perform the 1st calibration, then COUNT0 is obtained.  
Step2. Apply C1 and perform the 2nd calibration, then COUNT1 is obtained.  
Step3. When COEF0 × COUNT0 > COEF1 × COUNT1, R = 0, otherwise R=1. 

3. Experimental Results 
 This section evaluates the proposed TDC PUF implemented with FPGA. A PUF is required 
reproducibility and uniqueness as its basic functions [7]. A PUF is needed to generate same bit string 
even under different environment or external noises. It is reproducibility. Because a PUF is used for 
identification of devices, the bit string generated by a PUF must be unique to the device. It is 
uniqueness. Reproducibility is important to guarantee the reliability, uniqueness is important to realize 
security.  
 Intra-chip variation is a quantitative metric of reproducibility. It is defined as the number of bits in 
bit strings generated by a PUF that vary when a set of identical challenge inputs is repeatedly queried 
[2]. The intra-chip variation vintra is calculated by the following formula.  

𝑣𝑖𝑛𝑡𝑟𝑎 =
1
𝑁𝑞

1
𝑁𝑃𝑈𝐹

∑ ∑
𝐻𝐷(𝐵𝑖,𝐵𝑖,𝑗)

𝑁𝐵

𝑁𝑞
𝑗=1

𝑁𝑃𝑈𝐹
𝑖=1 × 100 (%),                 (1) 

where Nq is the number of query to a PUF, NPUF is the number of PUFs, Bi is the unique bit string of 
the ith PUF, Bi,j is the bit string generated by the jth query of the ith PUF, NB is the length of the 
generated bit strings, and HD(Bi, Bi, j) is the hamming distance between Bi and Bi, j.  
 Inter-chip variation is a quantitative metric of uniqueness. It is defined as the number of different 
bits in bit strings generated by different PUFs with a shared set of identical challenge inputs [2]. 
Inter-chip variation vinter is calculated by the following formula. 

𝑣1!234 =
5

6)*+∙(6)*+89)
∑ ∑ 1:;(<,,<-)

6.
2 × 1006)*+

=>1?9
6)*+89
1>9  (%).               (2) 

For the application of secure authentication, intra-chip variation should be low (ideally 0%). On the 
other hand, inter-chip variation should be high (ideally 50% on average) [2]. 
 Here, we evaluate the intra-chip variation and inter-chip variation of the proposed PUF. We 
implement the 15 proposed TDC PUFs and a MicroBlaze, a soft processor core of Xilinx, on a Xilinx 
Arix7 FPGA board [12]. The TDC PUF has 11-bit input. The number of stages of the internal TDC 
is 8. The length of the counter to count the bin length is 16 bits. The number of sampling in a 
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calibration operation is 217. A set of common 128 challenge inputs are constructed from the 11-bit 
pseudo-random patterns. The 11-bit pseudo-random patterns are generated with emulation of 11-bit 
linear feed-back shift register on MicroBlaze. The challenge inputs are sent to arbitrary TDC PUF 
and receive the output 128-bit bit string. The intra-chip variation and inter-chip variation are 
calculated with Eq. (1) and Eq. (2). The number of queries to a PUF Nq is 128. According to the 
results, the intra-chip variation is 8.5 %. It is less than 10%. It meets the need for strong PUF, which 
is mainly used for device authentication [13]. The inter-chip variation is 42.5 %. It is 7.5 % less than 
the ideal value 50 %. Fig. 5 shows the probability distribution of 𝐻𝐷(𝐵1 , 𝐵1,=) of intra-chip variation 
of Eq. (1) and 𝐻𝐷(𝐵1 , 𝐵=) of inter-chip variation of Eq. (2). The vertical axis is the occurrence 
probability. The color bars are the raw data. The dotted lines are Gaussian distributions with 
parameters fitted to the raw data. With the fitted Gaussian distributions, we calculate 
misclassification rate. The misclassification rate is the probability that a PUF is mistook as another 
PUF or another PUF is mistook as the PUF. It is 0.80 %. 

 
Fig. 5. Probability distribution of hamming distance. 

4. Conclusion 
 This paper has presented a PUF using flash TDC. The proposed PUF utilizes that the distribution of 
delay of delay elements of TDC is unique to the device and unclonable. The proposed PUF is based 
on the flash TDC with linearity self-calibration using histogram method. With the linearity self-
calibration operation, variation of delay of delay elements is estimated. The response output of the 
PUF is calculated using the estimated variation and the challenge inputs. The proposed PUF is a simple 
digital circuit consisting of basic digital elements. It is easy to design and implement to both SoC and 
FPGA. Experiments have been carried out on Arix7 FPGA to assess the performance of the proposed 
PUF, such as reproducibility and uniqueness. Experimental results show that the intra-chip variation 
is 8.5 % and inter-chip variation is 42.5 %. 
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